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= HomeControle a2 - FldAccess: PASSWORD
public class HomeController {
private Connection connection;

private final static String ATTRIB_MESSAGE = “nessage”;

private final static String ATTRIB_USERNAME = "usernane”;

private final static String USERKANE = “Please provide 3 username.”;
private final static String PASSWORD = "Please provide a password.”:
private final static String WROWG_CREDS = “Wrong credentisls.”;
private final static String SUCCESS = “Logged in successfully.”;

efequestiapping(value = “/auth/login®,
public ModelAndview loginSubmit(

method = Requesthethod.POST)
uestBogy LoginCredentials credentials,
tParan String redirecturl,
HttpServietRequest request,
Httpsession session) throws SOLException {
String username = credentials.getUsername();
String password = credentials.getPassword(};
if(usernane, isEnpty(])
reqUEST.SETATTribUTe(ATTRIE MESSAGE, USERNAME);
else if(password. isEmpty(]}
request.setAttribute(ATTRIE MESSAGE, PASSWORD);
else {
Systen,out.printin(“user
Systen.out.println{"pass.
boolean credentialsCorre

e

 + usernane);
" + password);
= false;

try(Connection connection = Drivermanager. getConnection|“localhost:1234%, “dbuser”,
try (Statement statement = connection. createStatement()} {
try (ResultSet rs = statement.executeQuery(
'SELECT 1 FROM users WHERE username = '" + username + "' AND password = '

credentialsCarrect = rs.next(};
¥
}
t
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@RequestMapping(value = "/auth
public ModelAndView loginSubmit

login

", method = RequestMethod.POST)
y LopinCradentials credentials;
redirecturl,
nupSevv\elReuuesl request,
HttpSession session) throws SQLException {
tring username = credentials.getUsername();
ring password = credentials.getPassword();
if (username. isEmpty ()
request.setAttribute(ATTRIB_MESSAGE, USERNAME):
else if(password. isEmpty())
request. setAttribute(ATTRIB_MESSAGE, PASSWORD);
else {
System.out.println("usernane: * + username);
System.out.println(“passwo + password);
an credentialsCorrect = false;
try(Connection connection = DriverManager.getConnection(*loc

m

alhost:1234", “dbuser”,

try (Statement statement = connection.createStatement()) {
try (ResultSet rs = statement.executeQuery(
“SELECT

1 FROM users WHERE username = '* + username + **

password « “*")) {
credentialsCorrect = rs.next();
}

}
)
if(credentialsCorrect) {

request. setAttribute(ATTRIB_MESSAGE, SUCCESS);

session. setAttribute (ATTRIB_USERNAME, username);
} else {

request.setAttribute(ATTRIB_MESSAGE, WRONG_CREDS);
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The code line flagged by Fortify:

private final static String PASSWORD = “Please provide a password.";

is not actually a hardcoded password. It is simply a strmg constant used as a human-
readable label or message. This does not pot

The actual password used for authentication is not hardcoded, but is retrieve EE-E B H . ) \— |\] —_ }\énrc
user input and passed to the database query: } \OX 'j _ |\—6 (3:73:(/\

try rs=

Query(

"SELECT 1 FROM users WHERE
+ password + ") {

+" AND

credentialsCorrect = rs.nextO;

}

While this code has other security issues (e.g. SQL injection vulnerability), it does not
contain a hardcoded password vulnerability.
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The code is vulnerable to SQL injection because it constructs a SQL query by
cone user input (

i i al word) directly into the query string. This
allows an attacker to inject malicious SQL tha modify the intended query

or execute arbifrary SQL commands.
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To fix this vulnerability, the code should use a prepared statement with parameter

binding instead of string concatenation. Here's how the cede can be modified:

In file src/main/javajcom/fortify/aviator_fod_demofHomeController,java, replace lines

44-47 by the following lines: §

"SELECT 1 FROM users WHERE username = 2 AND password = 2" :| t\% =) Q—J\}‘(j-"' 7§-N

String query =
try (Prepar
stmt.sefString(1, username);
stmt.setString(2, password);
try (ResultSet rs = stmt.executeQueryQ) {
credentialsCorrect = rs.next0;

) XEI—-RICBILIEY > TIARTR

nt stmt = S

1t(query)) {
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