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Elastic. Splunk. & & U'Hadoop®DFlFA

Elastic

Elastic 75w b T4 —LAld. OJDEBEDHITEREINE T, CDI—RAT—XTlF, #8—_/— RDElastic 500 —/\—%Ztw b7 v TU.
LogstashZ /1t U TEBHDSADPA N> hZELDAH . KibanaZEA UL TF—5DaR(t (EYa7UE—3Y) ZERLE T,

1. ElasticDWeb™ o MIEEHIN TV FIEZEFER LT, ElasticE A >~ M—JLULTHERLED, ’

2. ARYNIBEEEATIHEEE. Uy FCEFRYEVIICHB U, HEBARY T 3—< v~ (CER) I—FvoTS5IA V%
FoO0—REUTHERATEERY, Ffo. MEDCEF ) « )L —EFEEFFTOT T vy 3HIT—EAZHERBU TERT D
CEBHTEXT, (CEFT 4 )LT—DAE. (MERAICEEE TN TVET, )

3.  KibanaZzA VA —)LUTHERLET ((TIRAZSH),

4. FERA VTV O RZER L. TRXTDT 4 —)U K (CEF Y« —)U R EDINCEREL) BMERET I U —Y 3 VIERTEST
EEERUE T, CNF. BREETV27UL—I 30 ETOIDICUETT,

5. JRIC. LogstashTA Y hEXDIAFHNDSCEF T 4 —)U R UE T,

6. JOFITI\AZANSEEINEHOZV HUI1——EEDEY 27 U E—Y 3 U ERRCEFRT,

Splunk

Splunkld. T/ AN SINE UTMMER T — I DF v ITF v—. A VT VI AER. R, BRI EITDIT—YTSv b T+ —LTT,
ADPDA =TV TP —FT I F v—TlF. A MDSplunkBRIBICRAT D ENTEETT,

1. SplunkDWebt o NCEESNTWVBDFIEZEFAL T, SplunkzA VA —)LLTHERLET, °

2. KatkaXwvtE—IVIADHULWLWT—FIANZEERLET,

3.  Kafkaii— M TClE7iE < ZooKeeperii— M E1EFE UK J . ZooKeeperii A T, EBOTRAID ./ — REIEUET (TiEBESH),

4. ARV SOSpUnKERIEISRAT HDHDODDET .

Hadoop

Hadoopld. 98IV E1—T 4 VIREBCRKEDT—Y 7Y MOULEB(CHIE TED LD CERETEINIcdavarX—ADTOI = J7 T — 1A
D—0TY, T—5DENMFE < DEEBRIEOEELERICKE D TVEITH. HadooplFBNIZHRMLICK > THRIMEICHED IR MEER L
TTF UTc. ADPIFADP Event Brokerz 1 U CHadoopEBET HCET, BFaUT 4 TFT—9EEIRR 7 T —2 3 U THHTED LD
[CUET,

ClouderaHadoop &~ ADPEMDSEHIC(F. BHDY—EADMERINE T, lcEAF. ANV MARU—IYHDHDFS, EYV 1 7UE— 306
KU TURADHUE, BKRUADP EBD'SDA N> MEHDFSICEDIADTZDFLUMEEE DD D E T

1. ClouderaDWebt - ~CERE SN TV FIEZFER LT, Cloudera HadoopZ 1 VA b—)LL TR LET. ©

2. FLUMEY—EXRDEM. BA. BLUBHRZEITVET (TIRCESR).

3. HDFSHSDANY FDRTRI DK DICHUEZEBR LE T (TIRCZSH).

elastic.co/guide/index.html
elastic.co/guide/en/logstash/current/plugins-codecs-cef.html

9 splunk.com/en_us/download.html Splunk®D - >/ A ~—)LF|E
cloudera.com/products/apache-hadoop.html


https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/en/logstash/current/plugins-codecs-cef.html
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4. FLUMEY—EXEHDFST—EZANBHASNICS. "flume” EWVWDT 4 LT MUBRKRREN, CEFT 7 A )L EZDRBHIMEMINE
a_o

{JERA: Elastic

Elasticld. —&DF7 TUTr— a3y EV—)LTHERSNE., OJDOEBRENTEITIODENTE TS Y 8T+ —/ATTY, ElasticlESplunk®d
BHESA)UVTIN, F—TVV—RXTHDIcH., 22127 4 hHDEVNZRIZRIFTTUVNE T, Elasticld. LoggerDs& /&> /L TH
BDFT, Loggerlcld. BAUTCHRZRIET DX COFIBEALEBNEZ CH ALV DIHELEFIRNS DT, KMIC, ElasticlClE, 97
BEZEDIT TR CEDHEICIE. IFBICREISHIAN TR THDEVNIFIRNBDET,

AT ODFIEIE. EventBroker®D S I 7ZFdHAD b, Kafka 7S J A &R U THERI S 1/cLogstashZ 7T U T A N> hDBDIAH ZITD
B— /— R(DElastic (5.0) DZETY,
EAR K Elastic./ — RFDA VX b—)LEERIF. IEREICT VTIVTT, RDWebY A DFIEICHE ST, A VA M—=)LEBRZEITVET,
elastic.co/guide/index.html
BFEED(F. EventBrokern'5A XY hZEE L. TNHDANY MMEEELE N /cKibana CERICIRER CE D DDICEmET DT ETT, UT
(& DITZEITDI8HIC. BlueCoatA N2 bDEARIMNBDCEF D « —)U RETNTEIFEIDHCEF I 4 JLF—TT, fcfcL. U FCEFRvEY
NCHEHFDCEFI—T v I TS50 4 > (F&)A X ~—Jb) Hlelastic.co/guide/en/logstash/current/plugins-codecs-cef.html TSN T
WET. CEFARY FDEEHFEE LT, WKDHDBIREN DD EDHEITBNTL S,
Input {

kafka {

topics => [ “BlueCoatEvents","ProductionEvents']

bootstrap_servers => ‘eventbroker:9092"

by
b
The above code simply pulls two topics from the EventBroker.
Ffilter {
# Manipulate the message
mutate {
# Saved the original message into a temporary field
add_field => { “tmp_message" => “%{message}" }
# splits message on the “|" and has index numbers
split => [ “message", '|"]
# generate fields for the CEF header
add_field => { ‘cef_version" => "%{message[0]}" }
add_field => { ‘cef _device vendor" => "%{message[1]}" }
add_field => { ‘cef_device_product" => “%{message[2]}" }
add_field => { ‘cef _device version" => ‘W{message[3]}" }
add_field => { ‘cef_sig_id" => “%{message[4]}" }
add_field => { ‘cef_sig_name" => “%{message[5]}" }
add_field => { ‘cef_sig_severity" => “%{message[6]}" }
¥
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FEEDTI— RTIF, "mutate” 754 2 7ZERAUTCCEFNY Y —ZBRAFIBRICOMLTVE T, TIH'SIE. CEFRF—MBICEDE T, "kv"
T504 2V TTOREZETVE T,
# Parse the message with field=value formats

kv {
# Note: values with spaces are lost (still getting there)

field_split =>
trimkey => ‘<>¥[¥], "
trim = “<¥[¥],"

# Only included the fields which are of interest (dont need everything)
include_keys =>

[ ‘cat”, "act", ‘proto", ‘dst", ‘dpt", ‘src'", ‘spt", ‘dhost", ‘suser', ‘request', ‘catdt']
}
k' [T Tld. HEDT 4 —IU RRDITELLDHFETOTVNET . 7« —)b RZDEFFEE(CIRRL T, MBI TXEEDINRT

DCEFJ A —)U RZEDIAD I EBHTEETD,

mutateZZBEMHUH U T, CEFY 1 —JU RDOZFIZZE L. KibanaTHWLWPITLULET,

mutate {
# Rename fields to cef_field_names

rename => [ ‘cat", ‘cef _traffic_category"]

rename => [ ‘“act", ‘cef_traffic_action']
rename => [ ‘proto”, ‘cef traffic_proto']
rename => [ ‘dst, ‘cef_traffic_dst ip"]
rename => [ ‘dpt", ‘cef_traffic_dst port"]
rename => [ ‘src', ‘cef_traffic_src_ip'"]
rename => [ ‘spt", ‘cef_traffic_src_port"]
rename => [ “dhost”, ‘cef_traffic_dst_host']
rename => [ ‘suser', ‘cef _traffic_src user"]
rename => [ ‘request”, ‘cef traffic_request"]

rename => [ ‘catdt”, ‘cef_traffic_category']
# Revert original message and remove temporary field replace => { ‘message" =>

‘w{tmp_message}" } remove Field => [ “tmp_message" ]
}
}

R#&ld. SR TI D ElasticlCANY Ty 1TDMERHDET, 22U, TT7)L BT, Elastic (BRUBET DY —)LDIFEALE)
(& I=TNw I DHDINA Y REBEZRELTCVNET . ZDfch. BYICINZEET DMENDDFT,

output {
elasticsearch {

hosts => [ “elastic-1:9200"]
b
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Kibana®D-f >/ XA b—)U&E#ERY (elastic.co/guide/en/kibanal/current/install.html) HDUEATES. FIEAA VT v IO XA BEER L. IXTD T4 —IU R
(CEF 7 4 —I)U RD'ESHICREFREL) MERET7IUS =Y 3 V(IFERTED CEZERLE T, N B FRZTV. EYVarUE— 3
VEERT ODICHEBCTT, EIaT7UE— 3V ETIFAERF. ROURLICOHMD P T KEEHINTVNET,

digitalocean.com/community/tutorials/how-to-use-kibana-dashboards-and-visualizations

1) | elastic-1:5601/app/kibanad /discover/Blue-Coal-Events?_g=(refreshinterval{ $$hashKey" object1 247 display.1 minute’ pausetfsec » vl =

A O

c/- 1. logstash _geoip_lookup_failure

New Save Open Share

Blue Coat EventsD 9,792 hits

(TR

@ Last3m|

€
‘ kibana
@

Bl Visuskze logstash* November 15th 2016, 17:51:11.525 - Navember 15th 2016, 17:54:11.525 — by
Dashboard Selected Fields ‘ ¢
Thadiion € cof traffic_src_user
13
£ cef_traffic_dst_host H
Manag ¢
2 ¢ cof traffic_request
e R | 0 0 L o 0 |
. il lif s TCIT LA 1
Available Fields a " . . f
Stimestamp per second
© @timestamp
. Time cef_traffic_sre_user cef_traffic sre ip cef traffic_dst_ host cel traffic_request
i »  Novesber 15th 2016, 17:54:06.975 170.98.119.53 wew.plasticsurgery.com  //mew.plasticsurgery. con/css
/.../images/Forn8G.gif
¢ index
8 seore »  Novesber 15th 2016, 17:54:06.972 - 170.98.108.105 waew. gy Com /ww gy . com/ images
persanals/no_photo/nophotassx7s-en-m, gif
type
¢ cef_device_product » Novesber 15th 2016, 17:54:06.969 - 170.98.108.105 wew, gay . com Hiww. gay . com/ images/
personals/pictures/e/4b/3e/55Fcib-
© cef_device vendor 2-dbd3F5-100d2-thusb?7x77 . jpg
€ cef_device_version
Yo »  Novesber 15th 2016, 17:54:06.966 guest 10.198.37.44 player. xmradio, com //player xmradio. con/
el g player/hb_serviet. jsp
¢ cef_sig_name
»  Novesber 15th 2016, 17:54:06.963 WUGT4E 10.41.194.124 delb, 1/delb .com/ht

t cef_sig severity
¢ cef_traffic_action

¢ cef traffic category

| cef_device vendor: Biue * “

al.ng/site\=myspaceposition
\=leaderboardigarass. styles\=leader
boardépage\«11000000&r and\ =65 20191874

LogstashCA N2 REXDIAH D SEUF UTc I NTD “CEF" T 1 —)L N 2SR
[JTT. EDFTHEFEL. CEFICIEBDT 4 —I)LRDHDET . LEEDURLIE. TERANRY hDSDEHEDTTY,

BANY MR ULTHLS & B ROEY 27 UL ESFRZREEI TEX T,

¥ _score Link to /logstash-2|
= Table JSON
£ _type
k cef_device_product © @timestamp @ @ M % November 15th 2016, 17:58:13.756
It cef_device_vendor t @version @aQm*x1
¢ cef_device_version ¢ _id @ @ M # Avhmx2gxi8eCIe_h12wo
it cef_sigid ¢ _index M # logstash-2016.11.15
it cef_sig_name # _score m*x -
it cef_sig_severity r _type L M % logs
[ cef traffic_action t cef_device_product @ @ [0 % Proxy SG
f cef_traffic_category t cef_device_vendor @ @ M % [BIug coat
f cefwaffic dstip t cef_device_version Qam*x
? cef_traffic_dst_port
il ¢ cef_sig id aamx*
> cef_traffic_proto
t cef_sig_name @ @ M * [BIg coat Misc. Main Event
? cef_traffic_src_port
t cef_sig_severity @ @ M % Unknown
It cef_version
t cef_traffic_action @ @ (D % OBSERVED
|t message
t f_traffic_cat Fi n
e tegs cef_traffic_category @ Q [0 % Firewa
¢ cef_traffic_dst_host @ @ (1) % www.apple.com
t cef_traffic_dst ip @ @ M % 184.51.141.40
t cef_traffic_request @ @ M * //www.apple.com/global/styles/skins/defaultblack.css
t cef_traffic_src_ip @ Q [D % 10.199.5.150
t cef_traffic_src_user @ @ [0 % NHG608
t cef_version @ a M %k CEF:0
t a 6 6 msk cee-0 WIE coat Proxv S6. BIE Coat Micc Main Fuent lnknown eventTd=17371 in=d43d

TEFRI., CITlE 10EEEDT 4 —)U FZRIELTVDTE
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CDH. BREEIATUE—YaVDTEETICENATEET, UTE. ERIOEHKLETA NS, INSDRA MDEFEKZITO T
WBEEL—Y—%&RITEH LIFHETSTTT (Blue Coat)s

5 Top user destinations New Save Load  Share Refresh i 1 rimste:
‘ kibana [ 9
(©]

Discover
Visualize
Dashboard

Timelion

Managernent

Dev Tooks

New Save Load Share Refresh @ Last 15 minutes

% This visualization is linked to a saved search: Blue Coat Events

Custom Label

Proxy Action
4 Advance d
B spiit Stices o180
Sub Aggregation
Significant Terms j
Field
cef_traffic_src_user keyword j

Size

5

Custem Label

Top Denied Users

sAdvanced

FROEY2ATUL—Y3VICF ERNKTOFIT/IA A SEESNcEHDZV L1 - —ZHRREINTVE T,

{3#%B: Splunk
Splunkild, T <ICERERDD T ENTEDES ICIVERTHIRT B0 A LY AMIBLTVET . BREAETILENEDE
AlF. BEFREER—4)U (devsplunkcom) ZBRULTLIEE V. 60 BERE1HBIED10GBDS A TV AZAFCTEFT,

Windows 3 fzl&Linux(CSplunkZ - > A h—)LLFE T . WindowsDIZE. Splunkld1 DDEITAIEET 7 A JLC T RIC. Event Broker (KAFKA)
AR MERDAREFET . CNIFETHEHETT,

1. [Settings] > [Data Inputs] [C7 T ERAULKT,

2.  [KAFKA Messaging] Z&IRUE T,

3. [New] ZEIRULFET,

4. BEITDTA—IURICANDULET, ULTORIU—rY 3w hESECLTLEEL,
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Output Settings

Data Output
STDOUT v

Consumer Connection Settings
Kafka Topic Name

bluecoat ‘
Kafka Topic Name
Kafka Group ID

bluecoat ‘
Kafka Group ID
Zookeeper Host

eb-1.aus hp.com ‘
Zookeeper HosL IP or resolvable hostname
Zookeeper Port

2181 ‘
Zookeeper Port Will default to 2181
Zookeeper CHROOT path

Zookeeper CHROOT path ie: foo/bar

Zookeeper Raw Connection String

MW IRIEZETD NEYITY, JIL—TIPlE. ZNEND [V a—~<—J)b—7] TI, ZooKeeperii R &, EventBroker./ — R
#1CT, Splunk? TU T —2 3 U TIREBTEHWT O/ OJ—DRENMEA N DI, #hTFKafka/— RiR— b (9092) TlF7iE< . ZooKeeper
M—bhZEEELTL T,

V—=A5ATICE. FORIU—22 3w bDKLDIC "generic” ZHERLE U,

Source type
Set sourcetype field for all events from this source.
Set sourcetype *
Manual v
Source type
generic_single_line

Ifthis freld is left blank, the default value of script will be used for the source type.

0 More settings

CD#. EventBrokerD'SA N\ MEEIRODDEHER CTERT

14
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spink-01.aus hp.com:8000/en-US/app/search/search?q =search bluecoat&display. page search.mode=sman&dispatch sample._ratio

A logstash cascading filters

Q New Search

bluecoat
v
224,428 of 224,428 events matched  No Event Sampling
Events (225,578) Panerns Statistics Visualization

250,000
200,000
150,000
100,000
50,000
Jamary March
016
o /Format
16 Freld = Allf 1 Time
> 9/2316

11:45:37.000 AM
Selected Fields

> 92316
11:4537 000 AM

x Dés:

Sep1,2016 0ct1,2016

November

July

Event

Fri Sep 23 11:45:37 AEST 2016 namerkafka_msg received event_id« msg body=CEF:0|ArcSight |ArcSight|7.3.0.7886.0|agent:031|Agent [BlueCoat_ 7|
ype [testalertng] shutting down|Very-High| eventld=5113 msg=Process Stopped by User mrt=1473872016381 categorySignificance=/Normal categq
ute/Stop categoryDeviceGroup=/Application catdt=Security Mangement categoryOutcomes=/Success categoryObject=/Host/Application/Service arts
t=/Agent/ShuttingDown deviceSeverity=Warning rt=1473872016381 fileType=Agent cs2=<Resource ID\="3rNng6VYBABCAABCTVhYNYg\=\="/> chad=fes0
€97:¢cb51 cs2label=Configuration Resource cbadlabel=Agent IPv6é Address ahost=lbeventsgen-01.aus.hp.com agt=15.119.134.132 agentZoneURI=/A.
System/Public Address Space Zones/Hewlett-Packard Company av=7.3.0.7886.0 atz=Australia/Melbourne at=testalertng dvchost=lbeventsgen-01 .
5.119.134.132 deviceZoneURI=/All Zones/ArcSight System/Public Address Space Zones/Hewlett-Packard Company dtz=Australia/Melbourne _cefVer|
YBABCAABCtVhYNYg\=\=

WIN-PEUOE133893

Fri Sep 23 11:45:37 AEST 2016 name=kafka_msg received event_id= msg body=CEF:0[Blue Coat|Proxy SG|||Blue Coat Misc. Main Event|Unknown |
1150 out=750 catdt=Firewall art=1473872016117 cat=main act=DBSERVED rt=1473872016117 src=170.98.118.48 sourceZoneURI=/All Zones/ArcSight
dress Space Zones/ARIN/169.255.0.0-170.255.255.255 (ARIN) suser=NFG763 dhost=static.manoramaonline.com dst=96.17.163.10 destinationZoneUR
Sight System/Public Address Space Zones/ARIN/96.0.0.0-99.255,255.255 (ARIN) requests//static.manoramaonline.com/advt/cricket_livescore/l
estMethodsGET csllabelsx-virus-id cs2label=sc-filter-category ahostslbeventsgen-01.aus.hp.com agt=15.119,134.132 agentZoneURI=/All Zones
Public Address Space Zones/Hewlett-Packard Company av=4.0.2.4808.0 atz=Australia/Melbourne atsbluecoat_file dtz=Australia/Melbourne _cef’
h-group=NOVANT\\No_Internet_Access ad.time-taken=7 ad.cs-category=unavailable aid=3rNng6VYBABCAABCTIVhYNYg\=\=

WIN-P6UOE133893

Kafka /feb1 genenic_single_line

kafka /eb1 genenc_single_line

{t#%C: Hadoop

Hadoopl I3 A DT E&T S f=sh DIERI A ITEN S O,
FENANRICENZDDICT BIt. T T TlAHEDCloudera HadooplE Y S/ > 25T B F

[ADP Event Broker&EHE A ) [CEFUWVFIEDEHINTVE T, KD
FZRUERT,

RIIC. RFDCloudera HadoopDEFii VM7 Cloudera.comH55 D O—RUET . A VA ~—JL7Z{TUL\. "Express” /\—3 3 VDB
WL TWD T EZHERUE T, TD/I\—J 3 V(F. HBRNEFIBPCTECIFTOEHEEZHBA TLE T, "Enterprise” ZEIRTHE. KIE
RIFEHIEIT D CEDTEEITH, MEHRAMPCPUKE DU Y —ABHHAEL KD ET,
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ERHTERS. FTORIU—22 3w bOKDIC, Express7A AV ZES T)IVoU W I LERT, —EDAIUT DA VA M—)UHRIRE

. VMOZEBHENE T,

o Applications Places System ‘@& o= B <" hadoop-1.aus.hp.com Cloudera quickstart 5.7

Cloudera Live : Welcome! - Cloudera Live Beginner Tutorial -

@
| Cloudera Live : Welcom... x | &

0 quickstart.cloudera/# ¢ | |Q Searct

Cloudera Hue [Hadoopv [@HBasev [limpalav [@Sparkv Solr " Oozie

cloudera LIVE -

Welcome to Your Cloudera QuickStart VM!

Your Cluster
Node Address
Manager Node 127.0.0.1
Worker Node 1 127.001

e~ Get Started

The tutorial below guides you through some analytic use case:
tools included with CDH (including Cloudera Impala, Clouderd

Terminal

File Edit View Search Terminal Help

[QuickStart] Shutting down CDH services via init scripts...
kafka-server: unrecognized service

16
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NYVICKROTF. COEERICHD DD DI ENDDHRT,

= Terminal —adnl

File Edit View Search Temminal Help

[QuickStart] Shutting down CDH services via init scripts...
kafka-server: unrecognized service

JMX enabled by default

Using config: /etc/zookeeper/conf/zoo.cfg

[Quickstart] Disabling CDH services on boot... H
error reading information on service kafka-server: No such file or directory
[QuickStart] Starting Cloudera Manager server...
[QuickStart] Waiting for Cloudera Manager API...

Terminal

File Edit View Search Terminal Help

[QuickStart] Shutting down CDH services via init scripts...
kafka-server: unrecognized service

JMX enabled by default

Using config: /etc/zookeeper/conf/zoo.cfg

[QuickStart] Disabling CDH services on boot... H
error reading information on service kafka-server: No such file or directory
[QuickStart] Starting Cloudera Manager server...
[QuickStart] Waiting for Cloudera Manager API...
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SEI9d&E. FDORIU—=2r2 3w bOKDIC, ManagerlCiER T D IcHDFIENRRENK T,

File Edit View Search Terminal Help

Using config: /etc/zookeeper/conf/zoo.cfg

[QuickStart] Disabling CDH services on boot...

error reading information on service kafka-server: No such file or directory
[QuickStart] Starting Cloudera Manager server... =
[QuickStart] waiting for Cloudera Manager API... A
[QuickStart] Starting Cloudera Manager agent...
[QuickStart] Configuring deployment...

Submitted jobs: 14

[QuickStart] Deploying client configuration...

Submitted jobs: 15

[QuickStart] Starting Cloudera Management Service...
Submitted jobs: 23

[QuickStart] Enabling Cloudera Manager daemons on boot...

]

A

Success! You can now log into Cloudera Manager from the QuickStart VM's browser:
http://quickstart.cloudera:7180

Username: cloudera
Password: cloudera

Press [Enter] to exit...[] ~Jf0
TS TSI T ST T Do i

L () hadoop-1.aushp.com:7 180/cmi/home c RS O, search
cloudera ) Clusters ~ Hosts - Diagnostics - Audits Charts = Administration

Home 30

Status  All Health Issues [T]] Configuration ~  All Recent Commands
T
@ Cloudera QuickStart H - Charts
-
@ i=tHoss o Cluster CPU Cluster Disk 10 " Ik
@ | HBase .
® [ HDFS -
@® ‘¢ Hive - i ——
@ #hHue -
® Y Impala = =Cloutera QuickStan, Host CPU Usage 21.7% =Tolal Disk Bytes Re,. 0 = Total Disk Byl $2.3K/s
@® % Key-Value Store ... = Cluster Network 10 HDFS 10
@® g Oozie =
@® . Solr -
@& <{1Spak - 10000 NO DATA
@ @ Sqoop 1 Client -
© ® sqoop2 = =Total Byles Re  1.6Kis = Total Byles T 11KIs
@ I YARN (MR2 Ingl... -
® l ZooKeeger . Completed Impala Queries
Cloudera Management Service
TA
LM M cloudera Manan

ARV PAMU—YHDHDFS, EYV27UTP—Y 3VBEKRUT TURDHUE, $SKUEvent BrokerD SN X2/ hZHDFSICEYD AL fzH D
FLUMEIRED, BHDOY—ERZR Y b7 vITTINENRHDET, LUTHIC, INSOY—ERZRY P v TIdFIEZERLET,
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FLUME
RAICFlumeD A >~ A M—)LZTVEITH. T TIERFFLEFumeDERIFITVLEEA. T—EXDA VX b=)LDHZETVNET .
cloudera Clusters - Hosts ~ Diagnostics -  Audi

Home

Status  All Health Issues [1]] Configuration ~ AllRe Comman

® Cloudera QuickSta - Charts

@ = Hosts Add a Service Cluster CPL

i H
@ e Start
® @ HDFS

Cloudera QuickStart C FaEXE%Z 2 U w2 LT, [AddaService] ZEIRUE T,
Add a Service to Cloudera QuickStart

Select the type of service you want to add.

Service Type

8 Accumulo 16 € Apache Accumulo sorted, distributed key/value store i

@® © Flume

1 HBase Apache HBase provides random, real-time, read/write acce

Flume collects and aggregates data from almost any sourc|

PF—ERX&EUT [Flume] ZERUET

Add a Flume Service to Cloudera QuickStart
Select the set of dependencies for your new Flume

H HBase @ HDFS & Solr A ZooKeeper
o) / HDFS Soir ZooKeeper
- HDFS ZooKeeper

) HBase HDFS ZooKeeper

) HBase HDFS Solr ZooKeeper

FlumeDik7EREfRIE. HDFS&EZooKeeperl[CIEDE T, %M T DA TV avEBIRUET, TNICEKD. (EEEPR/IRICHIZSNET, D
B Cld. HBase& SolrldhEdH D FE B Ave

[You can customize the role assignments for your new service here, but note that if ¢

suffer.

[You can also view the role assignments by host. ERVISIESIFRET
A Agent
Select hosts

Too few hosts assigned. minimum is 1

[Selecthosts] Z7Uwv oL, ATU—22 3w bOEBDIC, FARTEOIVMZEERLET,
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1 Host Selected

Select hosts for a new or existing role. The host list is filttered to remove hosts that are not valid candidates, these include hosts that are unheaith

version of CDH installed on them
Search

@ * Hostname IP Address - Rack = Cores - Physical Memory Existing Roles
@ quickstart cloudera 127.0.0.1 Idefault 4 15.6 GiB BEREEOEDDOE ¢ w 2 [
01 - I £ 0 O

p. Click the first checkbox. hold down the Shift key and click the |ast checkbox to select a range

[Finish] Zo7Uw o ULT, COBEZRTFLERT,

RIS, Flume—E X DBRICEHF T, T TlE V—RIZ Y IDERZEATILT. EventBrokerDA XY DTS4 TUL. INS%=
HDFSIZ/\ DU w2 TEDLIICLET,

1. [Flume] > [Configuration] Z27 U w 2o L&E T,

2. [ConfigurationFile] &FTAXZO—)LLT. IXNTOARBZHERL. UTISRIRBICETIRAFT,

3. BRZERELCY—ERZBRIDD. [ISRIY—ZEH] LET. £E55ICLTH. BT 7L ZUO— R 2uENSDD
ga-o

8 Actions =

SR  Stale Configuration: Refresh

needed

Show All Descriptions

HHHHIHHHE
#Working Flume/Kafka configuration file for Cloudera / Hadoop / Event Broker 1.0
HHHHIHHHE

#defines Kafka Source, Channel, and Destination aliases

tierl.sources = sourcel

tierl.channels = channell

tierl._sinks = sinkl

#Kafka source configuration

tierl.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
tierl._sources.sourcel.zookeeperConnect = eb-1.aus_hp.com:2181
tierl.sources.sourcel.topic = BlueCoatEvents
tierl.sources.sourcel.groupld = flume

tierl.sources.sourcel.channels = channell
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tierl._sources.sourcel.interceptors = il
tierl._sources.sourcel.interceptors.il._type = timestamp
tierl._sources.sourcel.kafka.consumer.timeout.ms = 150
tierl._sources.sourcel.kafka.consumer_batchsize = 100
#Kafka Channel configuration
tierl._channels.channell._type = memory
tierl._channels.channell.capacity = 10000
tierl.channels.channell.transactionCapacity = 1000
#Kafka Sink (destination) configuration
tierl._sinks.sinkl.type = hdfs
tierl._sinks.sinkl._channel = channell
tierl._sinks.sinkl_hdfs._path = hdfs://localhost:8020/user/cloudera/flume/events/%y/%m
tierl._sinks.sinkl_hdfs.rolllnterval = 360
tierl.sinks.sinkl_hdfs.rollSize = 0
tierl.sinks.sinkl._hdfs.rollCount = 0O
tierl.sinks.sinkl._hdfs.fileType = DataStream
tierl.sinks.sinkl._hdfs.filePrefix = cefEvents
tierl.sinks.sinkl_hdfs.fileSuffix = .cef
tierl.sinks.sinkl._hdfs.batchSize = 100
tierl.sinks.sinkl._hdfs.timeZone = UTC

HHAHHH R HH AR AR A

LTFICRT KIS, TO—EZEHH T 2RENDHDFT,
tierl.sources.sourcel.zookeeperConnect = eb-1.aus.hp.com:2181

Your Event Broker node #l1—with ZK port (not KAFKA port)
tierl._sources.sourcel.topic = BlueCoatEvents

BHD Y ITY,

tierl._sources.sourcel.groupld = Fflume

niF. #FnNENOI1Yya2—~N—J)I—T&TT,

tierl._sinks.sinkl_hdfs.rolllnterval = 360

HDFSTANY h T 7 A)LZO—)LA—/\—FDBETI ., TDEIF. BESNDIWMDIAHFREPLEED_—XICEDVWTHET DNEND
DFET., TEDHEAIFI60CRIED DT Ao

tierl.sinks.sinkl.hdfs.filePrefix = cefEvents
tierl.sinks.sinkl.hdfs.fileSuffix = _cef

tEelE. HDOFSD O 7AW TV T4 w I RET T4 W IRXTT, Z—XICEDETCEELXT,
tierl._sinks.sinkl_hdfs_path = hdfs://localhost:8020/user/cloudera/flume/events/%y/%m

CNF> T HOFSDZDZFRIC T 7 A ILBEZRAFENFE T, T Tl&. Clouderal—H'—DR—AT « LU RUIZ. flumelevents/DT +
Lo NUBEZEBINUL. REICE/BZBMUEEBIC T 7ML ERBITDLDICIBELTVWEYT, CNICKD. BEETIT7AIEDFD
ERTEFT, NE FNEFNDHFH CEDETHRELE T,
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Flumeld 11— —Flume& UTEITIN, BHE(d/user/clouderal \DETIAH 7 I T AEZERF > CTLEW s, 77 I BRAERZo+wICEFE T D
MEBRDDERT, TNENANTSIT 4 ATIFHBOHFBAD. TERICTPAINEEETIADDKLDICLTVET . WebGUITCTNZITDH
JEICDWVTIE. BIFOHUEDERZSR UL TLEEL,

HDFS
Manager CHDFSZ2J U w2 LEK T,
[Configuration] ZZ U w o ULE T,

@ HDFS ( cioudera Quickstart )

Status Instances Configuration - Commands Charts Library Cache Statig

HDFS Summary

Capacity (Used/Tc

Health Tests Create Trigger

) Show 7 Disabled

Status Summary

Balancer @® 1 None

| DataNode (® 1 Stooped
CORRTIE. AR MNTF—YRICEMOBITZIEE CEDCEICERULTLIEEL, 774U NC. VMTIRESNDBEEHFO TN TH DI, &
HARHER T DEL D DHEIE. (BT« A IDEBNZEETULE T, T« AID WV 2([EVNTEDE. — BT —EZNEU<LENEURLIEDET,

OIS datanogde QU Teservea

50 MiB

DataNode Data Directory DataNode Default Group  + (2]

dfs.data.dir, dis.datanode.data.dir
var/lib/hadoop-hdfs/cache/hdfs/dfs/data %)=

Use Trash Gateway Default Group 4 = « @

CCTEEURNBEZRELERT. TOMDEBIEINCTT I hOFXRICEDET,

TORIU—=22 3y DK SIS, HDFSH—ERZRKBLE T,

@® Cloudera QuickStart -
@® :=Hosts (! B

® @ Flume -
® | HBase -
® @ HDFS >
® @ Hive HDFS Actions

® e Hue

® % impala
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HUE

RIC, HUEZ#ERUE T, TNICKD. HDFSH'SDANY MRS (CHRCTED R DICHEDE T, TNRFET2ATFUE—Y 3V (TRIDDIF
Tl>EBOFEAND, MELEBANY 2R ELTF Y TF v — I dMAEZERI CEFTEEXT,

Manager CHUE —E X ZFIA LE T,

a5 ouresenvea

50 MiB g
DataNode Data Directory DataNode Default Group  + 9
dfs.data dir, dfs.datanode.data dir
Ivarflib/hadoop-hdfs/cache/hdfs/dfs/data o |- o=
Use Trash Gateway Default Group (4] = 9
x
Start Command

Status: Finished

at: Hye e Duration: 30.60s

Successfully started service.
Details  Complated 1 of 1 step(s) @Al (O Failed Only ) Running Only

Step Context Start Time Duration Actions

v Starting 1 roles on service Nov 16, 9:04:04 AM 30 68s
Successfully started 1 roles on service.

> Start this Hue Server & Hue Server (quickstart) & Nov 16, 9:04.04 AM 30.57s

Successfully started process.

T—EXOFBRTN/CS. HTTPCIR— 8888 (T 7 4 )L ) Z{FER U CHUEICER CEF d . 1— —clouderaz{E > CBEOJ A LET,
DAY= RZEIXF Y TUET (U« P — REIBEHDODFEA),

1. EEXZa—0 [File Browserl Z2U v o LET,

2. JuserZBRRUE T,

3. “cloudera” ZHIZUY I LET,

4

5

[Change permission] Z&ERULE T,

"Other" [CETIAHF 7 I TLAZNSU. [Recursive] [CF TV IZANET. THC. FlumeHHDFSIC T 7 A )L ZEEADD KL DI
BEOE,

aue #  Query Editors ~ Data Browsers v Workflows v Search B File Browser M Jo|

B File Browser

© Actions ~ % Move to trash ~

# Home user #
Name * Size User Group Permissions
- hdfs supergroup drwoxr-xr-x
- hdfs supergroup drwakr-Xr-x
v B clo A Rename cloudera cloudera
W hist 23 Move mapred hadoop drwour-xa-%
m hiw @ Copy hive supergroup drwrwxrw
. hue hue supergroup drnarwxnwx
BB Change permissions
- jen jenkins Supergroup drwxrwxrwx
B o001 X Moveto trash oozie supergroup drvoxrwxrwn
W wa ¥ Delete forever oot supergroup ArwTwarwx
. spa hdfs supergroup drwer-xr-x

@ Summary
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Change Permissions:

User Group Other

s
7
K]
O
Kl

Execute ¥

&

Sticky O

Recursive

Flume&S KUHDFSD T —EADXERIASNTLEWESEF. INOSDY—ERZRIKT D2MENHD X T . CNSDOY—EXLEIRSNS
& FORIU=2r2 3w PMIRI KD “flume” EWVWD T« LT bUbYuser/cloudera/D N ICERTRSNE T,

# Home user | cloudera r wHistory @7
Name 4 Size User Group Permissions Date
-7 hdfs supergroup drvour-xr-x Apl 06, 2016 01:27 AM
- cloudera cloudera drvexs-xrwx November 15, 2016 02.37|
m Tash cloudera claudera drwaer-xrwe November 15, 2016 0222
- flume fiume cloudera drvour-xrwx MNovember 15, 2016 02.37]

AEEDNI—T—lumeTH D EITEBLTLEEV TNIFREESBOTI, I TRIF
DFIETT,

BlE. BBETI/ILZRIET DDICHBRER/IR

WIS, Fa LU PUERESNTWVD.cef TP AIVETBBILET ., T T T7AIERBRTDET 7LDV, 774 )LDCEFDARE
DRIENFET ., CORERTIF. AR hDEDAFHF O L TITHONDctd. VMHANRY TV IEWCHEDFRT, TNZEIEDH DIz,
Manager CFlumet—E X ZEIELE T,

dHue #  Query Editors v Data Browsers v Workflows « Search I File Browsar M Job Browser o€ cloudera ~ ']

B File Browser

ACTIONS
# Home user / clou flume | events | 16 / 11 / cefEvents.1479249307099.cef Page 1 to 1 of 1641 Mo« » W
M View as bina
& Download CEF:@|8lue Coat|Proxy SG||[Blue Cost Misc. Mein Event|Unknown| eventId=20782 £n=1156 out=456 catdteFirewall art=1479247678669 cat
869 3re=170.98.118.43 sourceZoneURT Zones/ArcSight Systes/Public Address Space Zones/ARTN/169.255.8.0-170.255.255.255 (AR
B Vie click.net dst=216.58.194.38 destinationZoneUR Zones/ArcSight System/Public Address Space Zones/ARIN/216.8.8.0-216.255.25!

£b¢ . bbs-birthclubs . com/bbs1418523

=1181717983726 requestMethodsGET c5IL

%91 ;tile\=15;pos\=Footer;
.132 age

alia/Melbourne st=bluecost_file dtrsAustralias

-1a cs2Labelssc-Filter-categ

mlett-Packard Company aved.0.2.4808

1]

ntsgen-1.sus.hp.com agtelS.119.1

eURI=/Al1 Zones,

eSight System/Public Address Space Zon

Refrest

1bourne _cefVer=0.1 ad.cs-auth-groups- ad.time-takens2 8d.cs-categorysunavailable aide3-fDXIVCBABCH
INFO

Last modified

Mov 15,2016243pm N) requests//ad.doublec

user 0352\ *1x1;0rd\=1181717885461541 requestethod=GET csllabelex-virus-id cs2labelssc-filt
flume y anostslbeventsgen-81.aus.hp.com 3| /118,134,132 agentZonels Zones/ArcSight System/Public Address Space Zones/Hewlett-Packard Cospany aves.
Group atzeAustralis/Melbourne at=bluecoat_file dtz-Australia/Melbourne _cefVer=9.1 ad.cs-auth-groups- ad.time-takens2 ad.cs-categorysunaveilable aide3-fDKIVCBABCAHMS
cloudera isLRa
size CEF:@|8lue Coat|Proxy 56|||Blue Coat Misc. Main Event|Unknown| eventId=26763 in=52182 out=961 catdteFirewall arts1479247678669 cat=main act=OBSEAVED rt=1479247
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FED

TFaAUT o PFUINE Ry b —J(CERSNIERRTREE TN CDT —5ZERL T BEZRE U THIGLE D EBRLTVET,
ArcSight DataPlatformld. 4 —7>7—FF70F v—2EFHATDET. BROFWVWT—YDERIEEERRL, SXIFHKLI—-RT—ATD
MEAZEAREICLER T, e, UPILIALTT—5ZI VU vF L. FROBAD SERDBANDT —F ZHEH TCEDHLDICTHT LT,
BB, FAE. BRORBZEDRNICITZDELDICUF T, ArcSightDataPlatformld. KARRFREBETHNEE INSEBEOSVNF—T
VP—FTOFv—DT—IWET Y b I A —LZRHITDCET AVTUIT Y MEEFIUT ANV —V 3 VDEBZEEELFT,

UY—-RABLUBEEY VS
ArcSight Data Platform: www.microfocus.com/adp
Open Referral: openreferral.org/faq

Micro Focus Software: software.microfocus.com

Micro Focus Services: software.microfocus.com

Micro Focus U ii— B KU RS-/ \—: microfocus.com/support-and-services/

SR

www.microfocus.com/adp
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Micro Focus|C DU\

Micro Focusld. 40FDEEZFDOIO—/ULKEY T hD T PRET, BRENU AT ZMA LD SRR CIMTENR ZIT D IcshDI V5 —T
SARXVYIT DTV 21—y 3VDREEYR— METOTVET, MicroFocusld, VI hD T 7EEFaUT 4 (CBIFDEREDDD /D
I\DZEDNT CET, BEFRDBIFEDOIUT « AIVIETA YV TS A RS OFv—PEIRA 7 TUT—Y 3V ERARITERALEN S, &5
D70 ./0Y—=YUa—Y3VEFATEDLDICELTVET, UKD, BEHEHEFEOEYXZAOV Y IPFP IUr—v3V(CR
FOTo/OV—=REEUITY AT LADBE, BH. BRUOEF1UTREZITV. FTHFIEHEITOIEIRRAZ—XCHMTDE
PCTEFT,

Micro Focus(CDWCEEULLIE. CHEBHDETAZTELEEL,

Micro Focus DiS1EEER

MICRO FOCUSB K UMicro FocusO (&, HE. KE. BROUZDMDEICHFSMicro Focus (IP) LimitedZE /e (3 Z DFRADEREE 2 & E
IFEIETY ., ZOMDEEICDVNTIF. ZNZENOREEDENZE L TVET,

ERI1ER

=1t#4: Micro Focus International plc

BRI A VIS5 RBKRUIT—ILX

BEES: 5134647

B ECEFT: The Lawn, 22-30 Old Bath Road, Berkshire, RG14 1Q

IAOOTA—HAIVI—TS54 %A Ett
0120 923 333

www.microfocus-enterprise.co.jp
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